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Abstract 

Almost all computer and information systems keep the records of transactions performed.  These records 

can be utilized for many purposes such as detecting a web based attack, solving juridical cases, 
reconstructing electronic commerce web sites to develop product pages according to user behavior, and 

improving web application performance. On the other hand, log files store a great deal of information and 

it is not easy to process them. In this regard, the purpose of this study is to develop a new software tool 
which shows high performance in pruning web user logs stored in different forms on web servers.  Using 

this tool, access log files can be quickly processed and unnecessary data can be removed.  In this way, 
useful data can be obtained from access logs for information extraction and pattern analysis. Using this 

useful data, web designers and web administrators can improve their websites. 

Keywords: Information extraction, log analysis, software development, web user access logs, Web 

usage mining. 

1. INTRODUCTION 

In recent years, Internet usage has increased due to the variety of emerging communication tools, possibilities 

to keep personal and corporate information in digital environment and reduction in communication costs.  The 

Internet has become a part of our lives since it is used to send/receive information and for social activities and 

official trans-actions. In addition, some private companies and governmental institutions perform a variety of 

applications through the Internet such as information/document sharing, education, electronic trading and 

banking. Therefore, compared to the past, not only service continuity but also information security has become 

much more important.   

The users surfing the Internet leave traces on web servers, namely access logs.   Analysis of these text-based 

logs provides useful data to system administrators for enhancing system performance and securing information.  

The analysis is typically carried out via web mining technique.  Web mining allows converting distributed and 

huge data on the internet into meaningful and ordered one, which will lead eventually to discovery and analysis 

of a pat-tern [1, 2]. Through web usage mining, analysis of access logs of the users surfing on the internet, a lot 

of useful in-formation can be obtained to improve existing web sites or develop more functional web sites 

which can increase marketing ability and determine visitor statistics [3-5]. 

In this paper, an effective and high performance software tool to prune access logs is proposed.  By means of 

the proposed tool, log files can be read and unnecessary data can be removed quickly. In this way, statistical 

data can be obtained via various information extraction and pattern analysis techniques. For this objective, in 

this study, web mining pre-processing is performed and useful data which can help web designers and web 
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administrators to improve their websites is provided. The proposed tool provides the following information and 

stores them in tables of a Microsoft SQL Server database.  

-Statistical information about site traffic. 

-Activity statistics of users at the web site. 

-The distribution of users accessing the web site based on. 

-The distribution of users accessing the web site based on month. 

-Most accessed web pages by users. 

-Most entered and exited web pages. 

-The file extensions mostly accessed by accessing visitors. 

-User request distributions based on web browsers, operating systems and accessing mobile devices.  

-Statistics according to HTTP status code. 

-Information about dangerous access. 

The rest of the paper is organized as follows. Literature review is presented in Section 2. Section 3 explains the 

details of the proposed system. Finally, Section 4 concludes the paper. 

2. RELATED WORK 

Log files in which traces of transactions are recorded keep important and critical information about IT systems 

they are generated on.  Especially, they play a key role in information security and business continuity. 

Computer Emergency Response Team (CERT) defines logs as activities or events recorded on computer 

systems [6]. It also presents detailed information about storing and managing log files generated by common 

database management systems such as Windows and Linux Web servers, Oracle and Microsoft SQL Server 

2005 [6].  National Institute of Standards and Technology (NIST) defines log files as event records originating 

within a system or network of an enterprise or organization [7] and in [7] presents information about log file 

management and computer security in organizations.  

Traditional access log analyzing tools provided similar functionalities as far as document accesses, even some 

ear-ly ones such as WebViz [8] provided path analysis and visualization. For log analysis tools, the absence of 

any a priori knowledge makes it difficult to obtain user profiles due to the enormous amount of historical data 

stored in access logs [9]. In this respect, unsupervised classification or clustering methods are well suited to 

analyse the semi-structured log data of user accesses. For this purpose, clustering user sessions based on pair-

wise dissimilarities using a robust fuzzy clustering algorithm is proposed in [10]. Due to the emerging web-

based applications, in recent years, analysis of log files has started to attract the attention of researchers more. 

In [11] Grace et al. present a detailed discussion about web log files and related information such as formats, 

uses, access procedures, and parameters. They also provide the idea of creating an extended log file and learning 

web user behavior through various algorithms used in web mining processes. Tyagi et al. in [12] investigate 

methods to collect and analyze log files.  As they prove, access log statistics can be retrieved by various methods 

and by using web mining techniques, meaningful information that can help web designers and system 

administrators can be extracted. In [13] a novel method for the pre-processing step of web usage mining is 

proposed.  Using this technique, data cleaning and transaction definition steps take less time compared to 

traditional methods.  

Web usage mining can be described as the application of data mining methods to discover the knowledge hidden 

in web log files, such as user access patterns [14]. One of its emerging uses is to assess public response by 

analyzing web-based data such as Twitter and Google Trends [15]. However,   the data stored in web log files 

consists of a great deal of misleading, erroneous, and incomplete information. In this respect, pre-processing 

step enables to trans-form logs into a set of web user sessions that are suitable for analyses. In [14] the 

importance of the preliminary phase of web mining procedure is discussed, methods which can be used for 

session identification are presented, and a sample evaluation study is carried out by using a web log file 

collected from a web server at NASA Kennedy Space Center. In a similar study [16] Daş et al. analyse user 

access logs of Fırat University and proves that valuable information for system administrators and web designer 

can be obtained from log files using various approaches such as  path analysis method [17] and genetic 

algorithms [18]. In this respect, with the example of Eindhoven University [19], Romero et al. show that web 

sites can be personalized with the data obtained from log files.  Arbelaitz et al. in [20] presents the design of 

web mining system, which was built using the content of a tourism company website and the information from 

the log files stored in Common Log Format. The system they propose generates user navigation profiles in 

order to provide information for future web designs [20]. 
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In addition to personalizing web sites [21], analysis of log files can serve for many other different purposes 

including commonly used purpose of securing e-commerce web sites and less used ones such as surveillance 

of illnesses and ascertaining the behavior of users accessing a website [22, 23, 24, 25]. Last but not least, 

analysis of log files can be used to investigate trends and suggest better search engine capabilities [26]. 

Although log analysis is typically carried out on servers, rather than server-side log analysis, a novel client-side 

tool to identify usage patterns based on client-side event logs is proposed in [27]. 

Different from the above-mentioned studies, rather than presenting the advantages of web log analysis and web 

usage mining techniques, in this study we present the details of the design steps of a tool which has an easy-to-

use graphical user interface (GUI) and can quickly prune access logs stored in different forms on web servers. 

In this regard, the tool described in this paper both can enable system administrators to read access logs and 

remove un-necessary data in order to extract the information they need to improve the quality of provided 

services and can help developers to develop innovative tools for web log analysis. 

3. PROPOSED TOOL 

In this study, a data pruning tool for web user access logs is proposed.  To ensure its efficiency and continuity, 

traditional software development life cycle was followed and the tool was developed using Visual C# and 

Microsoft SQL Server.  When the tool is run, the first step of web usage mining is to obtain access log files 

from web servers and generate a session file. To run the tool successfully, the users can either use an existing 

database or create a new database. If a new database is created, its tables include information about data 

cleaning, user definition and session definition phases received from pre-processing step. In this way, it is 

possible to gain access to the statistics of the web sites under consideration. Pre-processing step is a prerequisite 

for discovering patterns in web usage mining since it improves the quality and efficiency of the later steps of 

web usage mining process [28, 29]. 

To transfer files into the database, freely available Microsoft Log Parser 2.2 software was used.   When 

Microsoft Log Parser is installed in a directory, two files are created, namely “LogParser.dll” and 

“LogParser.exe”. “LogParser.exe” is an application which can be executed by sending parameters from 

command line. “LogParser.dll” is an Active X object and can easily be integrated into C# applications. The 

ActiveX object is saved to the registry as "MS Utility 1.0 Type Library - LogParser Interfaces Collection" key.  

“LogParser.dll” ActiveX object can be used with popular programming languages such as VBScript, C#, and 

JavaScript. With “MSUtil.LogQuery" class it is possible to create a LogParser object within the script 

languages. The overall architecture and GUI of the proposed tool are shown in Fig. 1 and Fig. 2. 

 

 

Figure 1. Overall architecture of the proposed tool. 

 

 

Figure 2. GUI interface of the proposed tool. 
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3.1. A. Transferring Access Logs 

When a log file or a group of log files is selected in the tool’s GUI, its contents are splitted into fields and saved 

in a table. The splitting process is done by the “LogParser.dll” ActiveX object.  Different log file formats 

including W3C, IIS, ODBC, and NCSA log files are fragmented by the 

ActiveX object and the fragmented data is converted into pro-cess table systems like data tables.  The lines of 

the log files transferred into the tables are processed through the preliminary phases of web usage mining. Fig. 

3 shows a set of access logs transferred into the database. 

 

 

Figure 3. Raw (unpruned) access logs in the database. 

 

3.2. B. Pre-processing Step 

The data transferred into the tables is first processed by the pre-processing step’s phases, namely data cleaning, 

user identification and session identification. After the cleaning phase, unnecessary information eliminated 

from the data is transferred into a new table. As shown in Fig. 4, after each pre-processing phase, a new table 

is created and pro-cessed data is stored in these tables. 

 

 

Figure 4. Pre-processing phases of the proposed tool. 

 

3.2.1. Data cleaning 

Raw data in access logs are not suitable for the web usage mining processes.  Before the mining process, it 

must be processed to eliminate the records that are not usable or irrelevant to the mining process. When users 

access a web site, they do not just visit the site but also the embedded sources.  Therefore, all objects such as 

images, videos, audios, and style and script files which carry information related to the design of the website 

are recorded in the log file after user access.  The data on these lines must be removed since they are meaningless 

to the mining process. In the proposed tool, unnecessary lines are removed using a SQL query and resulting 

pruned data is added to a new table.  The table with pruned data is a reference for other operations in the mining 

process. The above-mentioned process is illustrated in Fig. 5 and Fig. 6. 
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Figure 5. Pruning raw log data. 

 

 

Figure 6. Pruning access logs in the database. 

 

3.2.2. User identification 

The purpose of the user identification phase is to identify the users, that is, to determine to which user the data 

be-longs after the data cleaning phase.  Due to the issues such as network address translation, instead of using 

IP ad-dress alone, cookies or user factor information is used along with the IP address. The flowchart of the 

user identification phase is shown in Fig. 7 and its pseudo code is listed below. A sample output of the user 

identification phase is shown in Fig. 8. The users are differentiated from each other via the pruned data in the 

table which includes user factor information, cookie info and IP address.  The obtained data is transferred into 

a table and recorded in the database. 

 

 

Figure 7. Flowchart of the User Identification phase. 



ICENS International Conference on Engineering and Natural Science, 24-28 May 2016, Sarajevo, Bosnia 

and Herzegovina 

6 

Table 1. Pseudo Code of the User Identification Phase 

Start 

  IP      ‘’, i       0, Cookie         ‘’, Agent           ‘’,  record_count        DataTable.Rows.Count 

 i        0 to record_count 

if DataTable.Rows[i][“IP”] = DataTable.Rows[i+1][“IP”] 

if DataTable.Rows[i][“Agent”] = DataTable.Rows[i+1][“Agent”] 

if DataTable.Rows[i][“Cookie”] != DataTable.Rows[i+1][“Cookie”] 

Cookie        DataTable.Rows[i][“Cookie”] 

Save_New_User(DataTable.Rows[i]) 

               Endif 

          Else 

Agent         DataTable.Rows[i][“Agent”] 

Save_New_User(DataTable.Rows[i]) 

           Endif 

     Else 

IP         DataTable.Rows[i][“IP”] 

Save_New_User(DataTable.Rows[i]) 

     Endif 

Endfor 

End 

 

 

Figure 8. Records resulting from the User Identification phase. 

 

3.2.3. Session Identification 

A session can be defined as a set of all transactions realized on a web site [30].  In the session identification 

phase, session time, visiting time and reference based various intuitive methods can be used [23]. In this study, 

a session based intuitive approach is used and session time is limited to 30 min. The flowchart of the session 

identification phase is shown in Fig. 9 and its pseudo code is listed below. A sample output of the session 

identification phase is shown in Fig. 10. 
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Figure 9. Flowchart of the Session Identification phase. 

 

 

Table 2. Pseudo Code of the Session Identification Phase. 

Start 

TimeDiff          0, i         0, SessionNo          1, IP          ‘’,  record_count           DataTable.Rows.Count 

i         0  to  record_count 

if DataTable.Rows[i][“IP”] = DataTable.Rows[i+1][“IP”] 

TimeDiff             DataTable.Rows[i+1][“Time”] - DataTable.Rows[i][“Time”] 

if TimeDiff < 30 minute 

IP           DataTable.Rows[i][“IP”] 

SessionNo = SessionNo+1 

Save_Session(IP, SessionNo) 

Else 

IP         DataTable.Rows[i][“IP”] 

Save_Session(IP, SessionNo) 

               Endif 

          Else 

SessionNo          1 

Save_Session(IP, SessionNo) 

           Endif 

Endfor 

End 
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Figure 10. Records resulting from the Session Identification phase. 

 

4. CONCLUSION 

Log files must be carefully stored and regularly analyzed by system administrators. It is not only a legal 

obligation in some countries, but also it plays an important role in terms of standards and system performance. 

Moreover, in terms of information security, the collection, analysis and reporting of log records play a key role.  

In this paper, a user-friendly and effective tool which can prune access logs stored in different forms on web 

servers has been proposed. The proposed tool enables system administrators to read access logs and remove 

unnecessary data quickly.  Web mining preprocessing technique is used to obtain important statistical 

information from raw access logs about web sites. Using the information provided by the proposed tool, web 

de-signers and system administrators can improve the quality of services provided by their websites. After final 

improvements currently going on, the tool developed in this study with its full source code will be made freely 

available to the research community. 
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